Claims 

This listing of claims will replace all prior versions and listings of claims in the 
application. 



Listing of Claims: 

1 . (Currently Amended): One or more processor-accessible storage media comprising 
processor-executable instructions that, when executed, direct a first device to perform 
actions comprising: 

accepting a connection from a connecting device at a forwarder; 

receiving data at the forwarder from the connecting device as a result of 
accepting the connection; 

forwarding the data from the forwarder to a classifier; 

determining, by the classifier, a second device for receiving the connection; 

aggregating a connection state for the connection at the classifier by 
aggregating a protocol state of a first protocol stack and the data to constitute a binary 
blob; 

sending the connection state from the classifier to the second device for 
injection into a second protocol stack at the second device by sending the binary blob 
including the protocol state and the data to the second device, whereby the connection 
is transferred to the second device , s ^ 7 * s \ * s , v N , \ 

. • . - vcond device 
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in conjunction with sending the connection state, adding an entry to a mapping 
table maintained by the forwarder that indicates the second device as a destination for 
packets for the connection; 

sending a mapping for a flow identifier to the second device based upon the 
entry in the mapping table; 

receiving subsequent communications from the connecting device by the 
forwarder; and 

encapsulating the subsequent communications by the forwarder according to 
the entry in the mapping table of the forwarder by inserting the flow identifier into the 
encapsulated communications;-an&re&®i¥^ 

s©G©nd--dev4Ge--fre)f¥i4h©-fefwaPd©r, wherein the flow identifier serves to identify a flow of 
encapsulated communications received at th e second device fro m the forwa rder as 
being associated with the connection to the connecting device. 

2. (Previously Presented): The one or more processor-accessible storage media as 
recited in claim 1 , further comprising, prior to the aggregating, 

determining, by the classifier, the second device to receive migration of the 
connection state from among a plurality of second devices; and 

passing a migrate connection function call to a topmost layer of the first 
protocol stack to initiate the aggregating of the connection state for migrating the 
connection state to the determined second device. 
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3. (Previously Presented): The one or more processor-accessible storage media as 
recited in claim 1 , wherein the action of sending the connection state comprises an 
action of: 

sending the binary blob including the protocol state and the data 
asynchronously to a connection migrator component at the second device, wherein the 
connection migrator component is configured to receive the binary blob as a bundle, 
reassemble the connection state from the binary blob, and infuse the connection state 
into the second protocol stack at the second device.. 

4. (Canceled) 

5. (Currently Amended): T&e-ORe- One or more processor-accessible storage media as 

; >n ■■oi^iffl-4 T KX)mprising processor-executable instructi ons that, when ex ec;.;U-:.:, 

. v onneciion from a connecting device at a forwarder; 
receiving data at the forwarder fro m the connecting device as a result of 

, ; \ N "-^sifter; 

deten'ij !LJ0.a- bx^.e c fe^ajseco. device for receiving the connection; 

ction at the ciassifier by 
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«. wherein the ^c-ic^u^' compiling , comprises a« a^mol-compiling the 
protocol state from the first protocol stack starting at a highest level of the first protocol 
stack, proceeding down the first protocol stack, to compile the protocol state, and then 
aggregating the received data with the compiled protocol state into the binary blob to be 
sent to the second device.; 

seeding J t v v -\ " l k N -\~ > 

, o N - ■ second protocoi stack at the second device b\ so ' ^ ig 
including the protocol state and the data to the second device, where in x . N 

N 10 the second Ldevjpei 
in conjunction with sending the connection state, adding an entry to a r 



k 0 by the for warder that indicates the second device as ^ \ ■ o 

packets f or the connection; 

sendj ig a na ppi ng for a flow id entifier to the second d evice based upon the 

±11LC> > !: " ^ ^ = o table: 

* , „ uent communications from the connecting device by the 

(. < s -ntco^ii ut Cc 0's> by th§Jqmar6M3^i^BQ.*Q 

§£l£§fiSii ■ • PPPPPPPP.- 
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6. (Currently Amended): The one or more processor-accessible storage media as 
recited in claim-4 r _5 l wherein the action of compiling comprises an action of: 

compiling the protocol state from the first protocol stack at a transmission 
control protocol (TCP) stack portion and an internet protocol (IP) stack portion. 

7. (Previously Presented): The one or more processor-accessible storage media as 
recited in claim 1 , wherein the action of sending comprises actions of: 

bundling the connection state with the mapping for the flow identifier that 
corresponds to the connection to produce the binary blob; and 

transmitting the binary blob having the flow identifier mapping bundled therein 
from the classifier to the second device. 

8. (Canceled) 

9. (Previously Presented): The one or more processor-accessible storage media as 
recited in claim 1 , comprising the processor-executable instructions that, when 
executed, direct the classifier to perform further actions comprising: 

selecting the flow identifier for the connection responsive to a connection 
counter; and 

sending mapping for the flow identifier to the second device for use by the 
second device in identifying a source of encapsulated communications received by the 
second device from the forwarder and corresponding to the connection. 
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10. (Previously Presented): The one or more processor-accessible storage media as 
recited in claim 1, wherein the processor-executable instructions, when executed, direct 
the forwarder to perform a further action comprising: 

forwarding subsequent communications for the connection to the second 
device using the flow identifier to encapsulate the subsequent communications, said 
encapsulated subsequent communications including the flow identifier in source and 
destination port fields of a TCP (Transmission Control Protocol) header. 

1 1 . (Currently Amended): One or more processor-accessible storage media comprising 
processor-executable instructions that, when executed, direct a first device and a 
second device to perform actions comprising: 

accepting a connection from a connecting device by a forwarder at the first 

device; 

receiving data at the first device as a result of accepting the connection; 

aggregating, by a classifier at the first device, a connection state for the 
connection at the first device by aggregating a protocol state of a first protocol stack and 
the received data to constitute an aggregated connection state; 

sending the aggregated connection state including the protocol state and the 
received data asynchronously from the first device to the second device; 

receiving the aggregated connection state asynchronously at the second 
device, whereby the aggregated connection state comprised of the protocol state and 
the received data is received intact at the second device. \ >. > c .,■ 
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injecting the aggregated connection state for the connection into a network 
stack at the second device :: SialejrdQ »J wv^,^ 

forming a portion of the network stack at the c . in,-m the 

binary blob to an appiication at the second device a N a o a 

wJiy terminated connection; 

in conjunction with sending the aggregated connection state, sending a 
mapping for a flow identifier from the first device to the second device, the flow identifier 
for identifying encapsulated packets received from the forwarder; 

continuing the connection at the second device using the injected connection 

state; 

receiving subsequent communications from the connecting device by the 
forwarder; 

encapsulating the subsequent communications by the forwarder by inserting 
the flow identifier into the encapsulated communications according to a mapping table 
maintained by the forwarder; and 

receiving the encapsulated communications at the second device from the 
forwarder, wherein the flow identifier serves to identify a flow of encapsulated 
communications as being associated with the connection to the connecting device 
according to the mapping for the flow identifier received from the first device. 
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12. (Previously Presented): The one or more processor-accessible storage media as 
recited in claim 1 1 , wherein the action of continuing comprises an action of: 

continuing the connection by forwarding received packets received by the 
forwarder to the second device, wherein the second device includes a migrator 
intermediate driver for buffering packets received prior to the injected aggregated 
connection state becoming active on the second device. 

13. (Canceled) 

14. (Previously Presented): The one or more processor-accessible storage media as 
recited in claim 1 1 , wherein the action of injecting the connection state further 
comprises an action of: 

indicating the data for the connection up the network stack toward an 
application. 

15. (Previously Presented): The one or more processor-accessible storage media as 
recited in claim 1 1 , wherein the action of injecting comprises an action of: 

infusing the protocol state from the connection state into a second protocol 
stack forming a portion of the network stack. 

16. (Previously Presented): The one or more processor-accessible storage media as 
recited in claim 15, wherein the action of infusing comprises an action of: 
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infusing the protocol state into the second protocol stack starting at a highest 
level of the second protocol stack. 

17. (Previously Presented): The one or more processor-accessible storage media as 
recited in claim 1 1 , wherein the action of receiving comprises an action of: 

receiving a binary blob from the first device at the second device, the binary 
blob including the aggregated connection state bundled with the mapping for the flow 
identifier that corresponds to the connection. 

18. (Previously Presented): The one or more processor-accessible storage media as 
recited in claim 17, wherein the action of receiving comprises actions of: 

unbundling the aggregated connection state and the mapping for the flow 
identifier at a level of the network stack that is below a second protocol stack portion of 
the network stack. 

19. (Previously Presented): The one or more processor-accessible storage media as 
recited in claim 1 1 , comprising the processor-executable instructions that, when 
executed, direct the second device to perform further actions comprising: 

receiving the mapping for a flow identifier at the second device from the first 
device; and 

storing the received mapping in an encapsulation mapping table that is 
accessed according to the flow identifier; and 
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receiving the encapsulated communications at the second device from the 
forwarder at the first device, said encapsulated communications including the flow 
identifier in source and destination port fields of a TCP (Transmission Control Protocol) 
header. 

20. (Previously Presented): The one or more processor-accessible storage media as 
recited in claim 1 1 , wherein the processor-executable instructions, when executed, 
direct the second device to perform a further action comprising: 

receiving from the first device the encapsulated communications that have the 
flow identifier in source and destination port fields of a TCP (Transmission Control 
Protocol) header; and 

de-encapsulating the encapsulated packets using an encapsulation mapping 
entry corresponding to the received mapping for the flow identifier that links the flow 
identifier to a source/destination pair. 

21. -87. (Canceled) 

88. (Currently Amended): A method of carrying out load balancing, comprising: 

accepting a connection from a connecting device at a foi^arde r,JheJowarder 
' OS. nstrucL g s cor ^ . <ed in one or more 
" - J£L[[;]]receiving data at the forwarder from the 
connecting device as a result of accepting the connection; 

forwarding the data from the forwarder to a classifier; 



Serial No.: 10/657,568 

Atty Docket No.: MS1 -1517US 

Atty/Agent: Colin D. Barnitz 



v<y.--A- k.:;:r .;;ye\ i-'.:-"" •>- > }:> d i-i '-KiT'f 



determining, by the classifier, a second device for receiving the connection; 

aggregating a connection state for the connection at the classifier by 
aggregating a protocol state of a first protocol stack and the data to constitute a binary 
blob; 

sending the connection state from the classifier to the second device for 
injection into a second protocol stack at the second device by sending the binary blob 
including the protocol state and the data to the second device, whereby the connection 
is transferred to the second dev\ce A y$MMlih&M(^P&i\M.<® ■ '■■ !> «•*• 



- i sjy, via the forwarder in a reiiable manner such that the 
received intact at the second dev ice even if one or more packets thnt 
biob are o^t or corrupted: 

in conjunction with sending the connection state, adding an entry to a mapping 
table maintained by the forwarder that indicates the second device as a destination for 
packets for the connection; 

sending a mapping for a flow identifier to the second device based upon the 
entry in the mapping table; 

receiving subsequent communications from the connecting device by the 
forwarder; a jc 

encapsulating the subsequent communications by the forwarder according to 
the entry in the mapping table of the forwarder by inserting the flow identifier into the 

sesoa d dev i ce from th e forw a rder , wherein the flow identifier serves to identify a flow of 
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being associated with the connection to the connecting device. 

89. (Currently Amended): A method of carrying out load balancing, comprising: 

accepting a connection from a connecting device by a forwarder at a first 
device , the? first devic e inciuding one or more first l \ - . o , 

contained in one or more first processor-accessible storage media for [[;llreceiving data 
at the first device as a result of accepting the connection; 

aggregating, by a classifier at the first device, a connection state for the 
connection at the first device by aggregating a protocol state of a first protocol stack and 
the received data to constitute an aggregated connection state; 

sending the aggregated connection state including the protocol state and the 
received data asynchronously from the first device to a second device v 
Jev-a eluding one or more second processors impiementin g instructions co \ 
v v "o: 6' V5 r ; t cfss b e s'o •• g*- ed :■ fc [[;]]receiving the 

aggregated connection state asynchronously at the second device, whereby the 
aggregated connection state comprised of the protocol state and the received data is 
received intact at the second device, wherein the receiving further com prises receiving 
1 . <- \ ary b ob . asyochrenoysiy. at the.se cond,deyice A 

fecqgnLZiLq_ihe bi>: i * o - connection migration: 

injecting the aggregated connection state for the connection into a network 
stack at the second device bv infusing the protocol st te )to ls^&oq: 

AOTQ:jr:gjj;ortbn^ 
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in conjunction with sending the aggregated connection state, sending a 
mapping for a flow identifier from the first device to the second device, the flow identifier 
for identifying encapsulated packets received from the forwarder; 

continuing the connection at the second device using the injected connection 

state; 

receiving subsequent communications from the connecting device by the 
forwarder; 

encapsulating the subsequent communications by the forwarder by inserting 
the flow identifier into the encapsulated communications according to a mapping table 
maintained by the forwarder; and 

receiving the encapsulated communications at the second device from the 
forwarder, wherein the flow identifier serves to identify a flow of encapsulated 
communications as being associated with the connection to the connecting device 
according to the mapping for the flow identifier received from the first device. 

90. (Canceled) 

91 . (New): A method of carrying out load balancing, the method comprising: 

accepting a connection from a connecting device at a forwarder, the forwarder 
including one or more processors implementing instructions contained in one or more 
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processor-accessible storage media for receiving data at the forwarder from the 
connecting device as a result of accepting the connection; 

forwarding the data from the forwarder to a classifier; 

determining, by the classifier, a second device for receiving the connection; 

aggregating a connection state for the connection at the classifier by 
aggregating a protocol state of a first protocol stack and the data to constitute a binary 
blob, wherein the aggregating the protocol state comprises compiling the protocol state 
from the first protocol stack for use in offloading the connection state as the binary blob, 
wherein the compiled protocol state includes destination and source ports and IP 
addresses, wherein the compiling further comprises compiling the protocol state from 
the first protocol stack starting at a highest level of the first protocol stack, proceeding 
down the first protocol stack, to compile the protocol state, and then aggregating the 
received data with the compiled protocol state into the binary blob to be sent to the 
second device; 

sending the connection state from the classifier to the second device for 
injection into a second protocol stack at the second device by sending the binary blob 
including the protocol state and the data to the second device, whereby the connection 
is transferred to the second device; 

in conjunction with sending the connection state, adding an entry to a mapping 
table maintained by the forwarder that indicates the second device as a destination for 
packets for the connection; 

sending a mapping for a flow identifier to the second device based upon the 
entry in the mapping table; 
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receiving subsequent communications from the connecting device by the 
forwarder; and 

encapsulating the subsequent communications by the forwarder according to 
the entry in the mapping table of the forwarder by inserting the flow identifier into the 
encapsulated communications, wherein the flow identifier serves to identify a flow of 
encapsulated communications received at the second device from the forwarder as 
being associated with the connection to the connecting device. 
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